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Summary

CVE CVE-2019-13644

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-18 03:15:00 UTC

Updated 2023-11-07 03:03:00 UTC

Description ** DISPUTED ** Firefly III before 4.7.17.1 is vulnerable to stored XSS due to lack of filtration of user-supplied data in a budget name. The JavaScript code is contained in a transaction, and is executed on the tags/show/$tag_number$ tag summary page. NOTE: It is asserted that an attacker must have the same access rights as the user in order to be able to execute the vulnerability.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Firefly-iii Firefly Iii All All All All

Application Firefly-iii Firefly Iii All All All All

References

Reference Source Link Tags

Comparing 76aa8ac...45b8c36 · firefly-iii/firefly-iii · GitHub MISC github.com Patch, Third Party Advisory

Stored XSS in budget name · Issue #2335 · firefly-iii/firefly-iii · GitHub MISC github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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