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Summary

CVE CVE-2019-13920

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-13 17:15:00 UTC

Updated 2019-10-09 23:46:00 UTC

Description A vulnerability has been identified in SINEMA Remote Connect Server (All versions < V2.0 SP1). Some parts of the web application are not protected against Cross Site Request Forgery (CSRF) attacks. The security vulnerability could be exploited by an attacker that is able to trigger requests of a logged-in user to the application. The vulnerability could allow switching the connectivity state of a user or a device. At the time of advisory publication no public exploitation of this security vulnerability was known.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Siemens Sinema Remote Connect Server 2.0 hf1 All All

Application Siemens Sinema Remote Connect Server 2.0 hf1 All All

Application Siemens Sinema Remote Connect Server All All All All

References

Reference Source Link Tags

cert-portal.siemens.com/productcert/pdf/ssa-884497.pdf MISC cert-portal.siemens.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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