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CVE-2019-13927

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssanamncLrrnunvsucninas  Gertain versions of Pxa30-w0 from Siemens contain the foIIowing
: vulnerability:

A vulnerability has been identified in Desigo PX automation controllers
PXCO00-E.D, PXC50-E.D, PXC100-E.D, PXC200-E.D with Desigo PX
Web modules PXA40-WO0, PXA40-W1, PXA40-W2 (All firmware
versions < V6.00.320), Desigo PX automation controllers PXC00-U,
PXC64-U, PXC128-U with Desigo PX Web modules PXA30-WO0,
PXA30-W1, PXA30-W2 (All firmware versions < V6.00.320), Desigo PX automation
controllers PXC22.1-E.D, PXC36-E.D, PXC36.1-E.D with activated web server (All firmware
versions < V6.00.320). The device contains a vulnerability that could allow an attacker to
cause a denial of service condition on the device's web server by sending a specially crafted
HTTP message to the web server port (tcp/80). The security vulnerability could be exploited
by an attacker with network access to an affected device. Successful exploitation requires no
system privileges and no user interaction. An attacker could use the vulnerability to
compromise the availability of the device's web service. While the device itself stays
operational, the web server responds with HTTP status code 404 (Not found) to any further
request. A reboot is required to recover the web interface. At the time of advisory publication
no public exploitation of this security vulnerability was known.

CVE-2019-13927 has been assigned by [ productcert@siemens.com to track the vulnerability - currently rated as severity.

Affected Vendor/Software: [ Siemens AG - Desigo PX automation controllers PXC00-E.D, PXC50-E.D, PXC100-E.D, PXC200-E.D
with Desigo PX Web modules PXA40-W0, PXA40-W1, PXA40-W2 version All firmware versions < V6.00.320

Affected Vendor/Software: [ Siemens AG - Desigo PX automation controllers PXC00-U, PXC64-U, PXC128-U with Desigo PX
Web modules PXA30-W0, PXA30-W1, PXA30-W2 version All firmware versions < V6.00.320

Affected Vendor/Software: [J Siemens AG - Desigo PX automation controllers PXC22.1-E.D, PXC36-E.D, PXC36.1-E.D with
activated web server version All firmware versions < V6.00.320

Attack Attack Privileges User
Vector Complexity Required Interaction


https://cve.report/
https://cve.report/CVE-2019-13927/mitre
https://cve.report/CVE-2019-13927/nist
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http://cve.report/software/siemens/pxa30-w0
http://cve.report/vendor/siemens
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Low NN [ NONE

Scope Confidentiality Integrity Availability
Impact Impact Impact
=3 [ NONE |

CVSS2 Score: [SEMEDIUM)

Access Access Authentication

Vector Complexity

Low (NONE

Confidentiality Integrity Availability

Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

() MISC cert-portal.siemens.com/productcert/pdf/ssa-898181.pdf

cert-portal.siemens.com
application/pdf

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware &= 4 Siemens Pxa30-w0 - All All All
Hardware &= 4 Siemens Pxa30-w0 - All All All
Operating Siemens Pxa30-w0 Firmware All All All All
System

Operating Siemens Pxa30-w0 Firmware All All All All
System

Hardware = = Siemens Pxa30-w1 - All All All
Hardware = = Siemens Pxa30-w1 - All All All
Operating Siemens Pxa30-w1 Firmware All All All All
System

Operating Siemens Pxa30-w1 Firmware All All All All
System

Hardware = > Siemens Pxa30-w2 - All All All
Hardware &= > Siemens Pxa30-w2 - All All All
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Operating Siemens Pxc64-u Firmware All All All All
System

e_akakkokLkuk Lk,

cpe:2.3:h:siemens:pxal30-w1:-: "

e_akakukokLkLk Lk,

cpe:2.3:h:siemens:pxal30-w1:-: "

ARk kKKK LKLk,

cpe:2.3:0:siemens:pxa30-w1_firmware:*:*:*:*:*:*:*:*;

Ak kKKK LKLk Lk,

cpe:2.3:0:siemens:pxa30-w1_firmware:™:*:*:**:*:*:*:

e_akakuk ok LkLk Lk,

cpe:2.3:h:siemens:pxal30-w2:-: "

Ak kKK kKK Lk,

cpe:2.3:0:siemens:pxa30-w2_firmware:*:*:***:*:*:*:

ARk kKKK LKLk,

cpe:2.3:0:siemens:pxa30-w2_firmware:*:*:*:*:*:*:**;

e_akakuakakLkk Lk,

cpe:2.3:h:siemens:pxad0-w0:- " " ™

Ak kKK Kk KLk,

cpe:2.3:0:siemens:pxa40-w0_firmware:*:*:*:*:*:*:*:*;

e_akakukakLkak ok,

cpe:2.3:h:siemens:pxad0-w1 - e

e_akukukakkuk ok,

cpe:2.3:h:siemens:pxad0-w1 - e

KKk kKK Kk,

cpe:2.3:0:siemens:pxad0-w1_firmware: ™ :**:*:*:

Kk kKK kKK,

cpe:2.3:0:siemens:pxad0-w1_firmware: ™ :*

e_akak kKK kK,

cpe:2.3:h:siemens:pxad0-w2:-* "

e_akakuk oKk kK,

cpe:2.3:h:siemens:pxad0-w2:-* "

Kk ok ok koK Kk,

cpe:2.3:0:siemens:pxad0-w2_firmware:*:*:**:**:*:*:

e_akakak kKR k.

cpe:2.3:h:siemens:pxc00-e.d:-: %"

e_akakuk oKk kK,

cpe:2.3:h:siemens:pxc00-e.d:-*:* " "


http://cve.report/vendor/siemens
http://cve.report/software/siemens/pxc64-u_firmware

a_eRak kKK LKLk,

cpe:2.3:h:siemens:pxc100-e.d:-": "

a_eRuk kKK LKLk,

cpe:2.3:h:siemens:pxc100-e.d:-:* %"

dkakakkokakak ok,

cpe:2.3:0:siemens:pxc100-e.d_firmware:*:*:*:*:*:*:*:*:

a_akakok kKKK,

cpe:2.3:h:siemens:pxc128-u:-:*:*** "

a_akak kKK LKLk,

cpe:2.3:h:siemens:pxc128-u:-:**** " *:

dkuk Lk k Lk kakuk.

cpe:2.3:0:siemens:pxc128-u_firmware:*:*:**:**

dkk Lk akkakakk.

cpe:2.3:0:siemens:pxc128-u_firmware:*:*:*:*:***:*:

a_ekuk kKoK KLk,

cpe:2.3:h:siemens:pxc200-e.d:-*:

a_ek kKK koK Lk,

cpe:2.3:h:siemens:pxc200-e.d:-*: "

Lk Lk Lk kR kR ok,

cpe:2.3:0:siemens:pxc200-e.d_firmware:*:*:*:*:*:*:*:*:

dkak kR ok kR k.

cpe:2.3:0:siemens:pxc200-e.d_firmware:*:*:*:**:*:*:*:

e_akukuk kKKK,

cpe:2.3:h:siemens:pxc22.1-e.d:- " "

e_akukuk kKKK,

cpe:2.3:h:siemens:pxc22.1-e.d:-* " "

LKk kK kK kK,

cpe:2.3:0:siemens:pxc22.1-e.d_firmware:*:*:*:* "

Kk ok ok kK Kk,

cpe:2.3:0:siemens:pxc22.1-e.d_firmware:*:*:*:****:*:

e_akakuk oKLk kK,

cpe:2.3:h:siemens:pxc36-e.d:-:

e_akakuk oKk kK,

cpe:2.3:h:siemens:pxc36-e.d:-: " "

Kk kKKK Kk,

cpe:2.3:0:siemens:pxc36-e.d_firmware:*:*:**: ¥

e_akak kKoK kK,

cpe:2.3:h:siemens:pxc36.1-e.d:- "

e_akakuk kKKK,

cpe:2.3:h:siemens:pxc36.1-e.d:-"** "%

AmAN) DiAaAlAm~AAKnA A A DL 4 A A flvnmarAavad ok ok ok okok ok ok,
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cpe:2.3:h:siemens:pxc50-e.d:-* " "

cpe:2.3:h:siemens:pxc50-e.d:- " "

cpe:2.3:h:siemens:pxc64-u:-=:" "
cpe:2.3:h:siemens:pxc64-u:-:* "

cpe:2.3:0:siemens:pxc64-u_firmware:*:*:*:**

No vendor comments have been submitted for this CVE
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