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Summary

CVE CVE-2019-13941

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-11 16:15:00 UTC

Updated 2021-11-01 17:35:00 UTC

Description A vulnerability has been identified in OZW672 (All versions < V10.00), OZW772 (All versions < V10.00). Vulnerable versions of OZW Web Server use predictable path names for project files that legitimately authenticated users have created by using the application's export function. By accessing a specific uniform resource locator on the web server, a remote attacker could be able to download a project file without prior authentication. The security vulnerability could be exploited by an unauthenticated attacker with network access to the affected system. No user interaction is required to exploit this security vulnerability. Successful exploitation of the security vulnerability compromises the confidentiality of the targeted system.

Risk And Classification

Problem Types: CWE-552

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Ozw672 - All All All

Hardware Siemens Ozw672 - All All All

Operating System Siemens Ozw672 Firmware All All All All

Operating System Siemens Ozw672 Firmware All All All All

Hardware Siemens Ozw772 - All All All

Hardware Siemens Ozw772 - All All All

Operating System Siemens Ozw772 Firmware All All All All

Operating System Siemens Ozw772 Firmware All All All All

References

Reference Source Link Tags

Siemens OZW Web Server | CISA MISC www.us-cert.gov

cert-portal.siemens.com/productcert/pdf/ssa-986695.pdf MISC cert-portal.siemens.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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