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Summary

CVE CVE-2019-13942

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-12-12 19:15:00 UTC

Updated 2023-02-02 19:18:00 UTC

Description A vulnerability has been identified in EN100 Ethernet module DNP3 variant (All versions), EN100 Ethernet module IEC 61850 variant (All versions < V4.37), EN100 Ethernet module IEC104 variant (All versions), EN100 Ethernet module Modbus TCP variant (All versions), EN100 Ethernet module PROFINET IO variant (All versions). An unauthorized user could exploit a buffer overflow vulnerability in the webserver. Specially crafted packets sent could cause a Denial-of-Service condition and if certain conditions are met, the affected devices must be restarted manually to fully recover. At the time of advisory publication no public exploitation of this security vulnerability was known.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens En100 Ethernet Module - All All All

Hardware Siemens En100 Ethernet Module - All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Dnp3 Tcp All All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Dnp3 Tcp All All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Iec104 All All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Iec104 All All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Iec 61850 All All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Iec 61850 All All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Modbus Tcp All All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Modbus Tcp All All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Profinet Io All All All All

Operating System Siemens En100 Ethernet Module With Firmware Variant Profinet Io All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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