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Summary

CVE CVE-2019-14037

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-30 12:15:00 UTC

Updated 2020-07-31 13:55:00 UTC

Description Close and bind operations done on a socket can lead to a Use-After-Free condition. in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, Snapdragon Consumer Electronics Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon IoT, Snapdragon Mobile, Snapdragon Voice & Music, Snapdragon Wearables in APQ8009, APQ8053, APQ8096AU, APQ8098, MDM9206, MDM9207C, MDM9607, MDM9640, MDM9650, MSM8905, MSM8909W, MSM8996, MSM8996AU, QCN7605, QCN7606, QCS605, SC8180X, SDA660, SDA845, SDM439, SDM630, SDM636, SDM660, SDM670, SDM710, SDM845, SDX20, SDX24, SDX55, SM8150, SXR1130

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8009 - All All All

Hardware Qualcomm Apq8009 - All All All

Operating System Qualcomm Apq8009 Firmware - All All All

Operating System Qualcomm Apq8009 Firmware - All All All

Hardware Qualcomm Apq8053 - All All All

Hardware Qualcomm Apq8053 - All All All

Operating System Qualcomm Apq8053 Firmware - All All All

Operating System Qualcomm Apq8053 Firmware - All All All

Hardware Qualcomm Apq8096au - All All All

Hardware Qualcomm Apq8096au - All All All

Operating System Qualcomm Apq8096au Firmware - All All All

Operating System Qualcomm Apq8096au Firmware - All All All

Hardware Qualcomm Apq8098 - All All All

Hardware Qualcomm Apq8098 - All All All

Operating System Qualcomm Apq8098 Firmware - All All All

Operating System Qualcomm Apq8098 Firmware - All All All

Hardware Qualcomm Mdm9206 - All All All
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Hardware Qualcomm Mdm9206 - All All All

Hardware Qualcomm Mdm9206 - All All All

Operating System Qualcomm Mdm9206 Firmware - All All All

Operating System Qualcomm Mdm9206 Firmware - All All All

Hardware Qualcomm Mdm9207c - All All All

Hardware Qualcomm Mdm9207c - All All All

Operating System Qualcomm Mdm9207c Firmware - All All All

Operating System Qualcomm Mdm9207c Firmware - All All All

Hardware Qualcomm Mdm9607 - All All All

Hardware Qualcomm Mdm9607 - All All All

Operating System Qualcomm Mdm9607 Firmware - All All All

Operating System Qualcomm Mdm9607 Firmware - All All All

Hardware Qualcomm Mdm9640 - All All All

Hardware Qualcomm Mdm9640 - All All All

Operating System Qualcomm Mdm9640 Firmware - All All All

Operating System Qualcomm Mdm9640 Firmware - All All All

Hardware Qualcomm Mdm9650 - All All All

Hardware Qualcomm Mdm9650 - All All All

Operating System Qualcomm Mdm9650 Firmware - All All All

Operating System Qualcomm Mdm9650 Firmware - All All All

Hardware Qualcomm Msm8905 - All All All

Hardware Qualcomm Msm8905 - All All All

Operating System Qualcomm Msm8905 Firmware - All All All

Operating System Qualcomm Msm8905 Firmware - All All All

Hardware Qualcomm Msm8909w - All All All

Hardware Qualcomm Msm8909w - All All All

Operating System Qualcomm Msm8909w Firmware - All All All

Operating System Qualcomm Msm8909w Firmware - All All All

Hardware Qualcomm Msm8996 - All All All

Hardware Qualcomm Msm8996 - All All All

Hardware Qualcomm Msm8996au - All All All

Hardware Qualcomm Msm8996au - All All All

Operating System Qualcomm Msm8996au Firmware - All All All

Operating System Qualcomm Msm8996au Firmware - All All All

Operating System Qualcomm Msm8996 Firmware - All All All

Operating System Qualcomm Msm8996 Firmware - All All All
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Hardware Qualcomm Qcn7605 - All All All

Hardware Qualcomm Qcn7605 - All All All

Operating System Qualcomm Qcn7605 Firmware - All All All

Operating System Qualcomm Qcn7605 Firmware - All All All

Hardware Qualcomm Qcn7606 - All All All

Hardware Qualcomm Qcn7606 - All All All

Operating System Qualcomm Qcn7606 Firmware - All All All

Operating System Qualcomm Qcn7606 Firmware - All All All

Hardware Qualcomm Qcs605 - All All All

Hardware Qualcomm Qcs605 - All All All

Operating System Qualcomm Qcs605 Firmware - All All All

Operating System Qualcomm Qcs605 Firmware - All All All

Hardware Qualcomm Sc8180x - All All All

Hardware Qualcomm Sc8180x - All All All

Operating System Qualcomm Sc8180x Firmware - All All All

Operating System Qualcomm Sc8180x Firmware - All All All

Hardware Qualcomm Sda660 - All All All

Hardware Qualcomm Sda660 - All All All

Operating System Qualcomm Sda660 Firmware - All All All

Operating System Qualcomm Sda660 Firmware - All All All

Hardware Qualcomm Sda845 - All All All

Hardware Qualcomm Sda845 - All All All

Operating System Qualcomm Sda845 Firmware - All All All

Operating System Qualcomm Sda845 Firmware - All All All

Hardware Qualcomm Sdm439 - All All All

Hardware Qualcomm Sdm439 - All All All

Operating System Qualcomm Sdm439 Firmware - All All All

Operating System Qualcomm Sdm439 Firmware - All All All

Hardware Qualcomm Sdm630 - All All All

Hardware Qualcomm Sdm630 - All All All

Operating System Qualcomm Sdm630 Firmware - All All All

Operating System Qualcomm Sdm630 Firmware - All All All

Hardware Qualcomm Sdm636 - All All All

Hardware Qualcomm Sdm636 - All All All

Operating System Qualcomm Sdm636 Firmware - All All All

Operating System Qualcomm Sdm636 Firmware - All All All
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Operating System Qualcomm Sdm636 Firmware - All All All

Hardware Qualcomm Sdm660 - All All All

Hardware Qualcomm Sdm660 - All All All

Operating System Qualcomm Sdm660 Firmware - All All All

Operating System Qualcomm Sdm660 Firmware - All All All

Hardware Qualcomm Sdm670 - All All All

Hardware Qualcomm Sdm670 - All All All

Operating System Qualcomm Sdm670 Firmware - All All All

Operating System Qualcomm Sdm670 Firmware - All All All

Hardware Qualcomm Sdm710 - All All All

Hardware Qualcomm Sdm710 - All All All

Operating System Qualcomm Sdm710 Firmware - All All All

Operating System Qualcomm Sdm710 Firmware - All All All

Hardware Qualcomm Sdm845 - All All All

Hardware Qualcomm Sdm845 - All All All

Operating System Qualcomm Sdm845 Firmware - All All All

Operating System Qualcomm Sdm845 Firmware - All All All

Hardware Qualcomm Sdx20 - All All All

Hardware Qualcomm Sdx20 - All All All

Operating System Qualcomm Sdx20 Firmware - All All All

Operating System Qualcomm Sdx20 Firmware - All All All

Hardware Qualcomm Sdx24 - All All All

Hardware Qualcomm Sdx24 - All All All

Operating System Qualcomm Sdx24 Firmware - All All All

Operating System Qualcomm Sdx24 Firmware - All All All

Hardware Qualcomm Sdx55 - All All All

Hardware Qualcomm Sdx55 - All All All

Operating System Qualcomm Sdx55 Firmware - All All All

Operating System Qualcomm Sdx55 Firmware - All All All

Hardware Qualcomm Sm8150 - All All All

Hardware Qualcomm Sm8150 - All All All

Operating System Qualcomm Sm8150 Firmware - All All All

Operating System Qualcomm Sm8150 Firmware - All All All

Hardware Qualcomm Sxr1130 - All All All

Hardware Qualcomm Sxr1130 - All All All
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Operating System Qualcomm Sxr1130 Firmware - All All All

References

Reference Source Link Tags

Page not found CONFIRM www.qualcomm.com Broken Link

July 2020 Security Bulletin MISC www.qualcomm.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

610347 Google Android May 2021 Security Patch Missing for Huawei EMUI
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