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Summary

CVE CVE-2019-14223

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-06 17:15:00 UTC

Updated 2020-07-23 18:11:00 UTC

Description An issue was discovered in Alfresco Community Edition versions below 5.2.6, 6.0.N and 6.1.N. The Alfresco Share application is vulnerable to an Open Redirect attack via a crafted POST request. By manipulating the POST parameters, an attacker can redirect a victim to a malicious website over any protocol the attacker desires (e.g.,http, https, ftp, smb, etc.).

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Alfresco Alfresco All All All All

Application Alfresco Alfresco 6.0 All All All

Application Alfresco Alfresco 6.1 All All All

Application Alfresco Alfresco All All All All

Application Alfresco Alfresco 6.0 All All All

Application Alfresco Alfresco 6.1 All All All

References

Reference Source

Disclosures/CVE-2019-14223-Open Redirect in Alfresco Share-Alfresco Community at master · DrunkenShells/Disclosures · GitHub MISC

Page not found - Alfresco Hub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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