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CVE CVE-2019-14243
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2019-07-23 22:15:00 UTC
Updated 2019-12-16 17:45:00 UTC
Description headerv2.go in mastercactapus proxyprotocol before 0.0.2, as used in the mastercactapus caddy-proxyprotocol plugin throi
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Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Haproxy Proxyprotocol All All All All
Application Haproxy Proxyprotocol All All All All

References

Reference Source
Add test and fix for malformed/truncated header - mastercactapus/proxyprotocol@5c4a101 - GitHub MISC
DoS in http.proxyprotocol plugin - Plugins - Caddy Community MISC
Comparing ef496d7...5c4a101 - mastercactapus/proxyprotocol - GitHub MISC

Denial of service vulnerability with invalid v2 PROXY data - Issue #8 - mastercactapus/caddy-proxyprotocol - GitHub ~ MISC
Release v0.0.2 - mastercactapus/proxyprotocol - GitHub MISC
Invalid V2 PROXY data causes parsing panics/denial-of-service - Issue #1 - mastercactapus/proxyprotocol - GitHub ~ MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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