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CVE CVE-2019-14250
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-24 04:15:00 UTC
Updated 2023-03-01 18:01:00 UTC
Description An issue was discovered in GNU libiberty, as distributed in GNU Binutils 2.32. simple_object_elf_match in simple-object-elf
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Risk And Classification

Problem Types: CWE-787 | CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Application Gnu Binutils 2.32 All All All
Application Gnu Binutils 2.32 All All All
Operating System Opensuse Leap 15.0 All All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All
Reference Source Link Tags

August 2019 GNU Binutils Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com

[security-announce] openSUSE-SU-2019:2365-1: moderate: Security update f SUSE lists.opensuse.org
USN-4326-1: libiberty vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
[security-announce] openSUSE-SU-2020:1804-1: moderate: Security update f SUSE lists.opensuse.org
[security-announce] openSUSE-SU-2020:0716-1: moderate: Security update f SUSE lists.opensuse.org
USN-4336-1: GNU binutils vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com

GNU Binutils 'libiberty' CVE-2019-14250 Integer Overflow Vulnerability BID www.securityfocus.com  Third Party
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http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/gnu
http://cve.report/software/gnu/binutils
http://cve.report/vendor/gnu
http://cve.report/software/gnu/binutils
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://security.netapp.com/advisory/ntap-20190822-0002/
http://lists.opensuse.org/opensuse-security-announce/2019-10/msg00057.html
https://usn.ubuntu.com/4326-1/
http://lists.opensuse.org/opensuse-security-announce/2020-11/msg00004.html
http://lists.opensuse.org/opensuse-security-announce/2020-05/msg00058.html
https://usn.ubuntu.com/4336-1/
http://www.securityfocus.com/bid/109354

Binutils: Multiple vulnerabilities (GLSA 202007-39) — Gentoo security GENTOO  security.gentoo.org

90924 — Ito-plugin/lto-plugin.c heap memory corruption due to insufficient sanitization. MISC gcc.gnu.org Exploit, Isst

Ren Kimura - [PATCH] libiberty: Check zero value shstrndx in simple-object-elf.c MISC gcc.gnu.org Exploit, Mai

[security-announce] openSUSE-SU-2020:1790-1: moderate: Security update f SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:2364-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, ¢
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

377579 Alibaba Cloud Linux Security Update for binutils (ALINUX3-SA-2022:0120)
751313 SUSE Enterprise Linux Security Update for binutils (SUSE-SU-2021:3593-1)
752219 SUSE Enterprise Linux Security Update for gcc48 (SUSE-SU-2022:2015-1)
755898 SUSE Enterprise Linux Security Update for gcc7 (SUSE-SU-2023:3662-1)
900199 CBL-Mariner Linux Security Update for binutils 2.32

903694 Common Base Linux Mariner (CBL-Mariner) Security Update for binutils (1901)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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