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Several Ricoh printers have multiple buffer overflows parsing LPD packets, which allow an attacker to cause a denial of ser

Risk And Classification

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System

Operating System

Vendor

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Ricoh

Product

Sp C250dn

Sp C250dn

Sp C250dn Firmware
Sp C250dn Firmware
Sp C250sf

Sp C250sf

Sp C250sf Firmware
Sp C250sf Firmware
Sp C252dn

Sp C252dn

Sp C252dn Firmware
Sp C252dn Firmware
Sp C252sf

Sp C252sf

Sp C252sf Firmware

Sp C252sf Firmware

Version

All

All

All

All

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All



https://cve.report/
https://cve.report/CVE-2019-14308/mitre
https://cve.report/CVE-2019-14308/nist
https://cve.report/CVE-2019-14308/cve_org
https://cve.report/CVE-2019-14308.pdf
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c250dn
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c250dn
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c250dn_firmware
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c250dn_firmware
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c250sf
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c250sf
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c250sf_firmware
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c250sf_firmware
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c252dn
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c252dn
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c252dn_firmware
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c252dn_firmware
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c252sf
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c252sf
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c252sf_firmware
http://cve.report/vendor/ricoh
http://cve.report/software/ricoh/sp_c252sf_firmware

References

Reference Source Link

UPDATE: Potential security vulnerabilities in some of Ricoh's printers and Multifunction Printers (MFPs) | Global | Ricoh  MISC WWW. 1

JVN#11708203: Multiple buffer overflow vulnerabilities in multiple Ricoh printers and Multifunction Printers (MFPs) JVN jvn.jp

Support and Downloads MISC WWW.1

CVE Program record CVE.ORG www.c

NVD vulnerability detail NVD nvd.ni
4] i

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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