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Summary

CVE CVE-2019-14318

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-30 17:15:00 UTC

Updated 2019-08-20 18:15:00 UTC

Description Crypto++ 8.3.0 and earlier contains a timing side channel in ECDSA signature generation. This allows a local or remote attacker, able to measure the duration of hundreds to thousands of signing operations, to compute the private key used. The issue occurs because scalar multiplication in ecp.cpp (prime field curves, small leakage) and algebra.cpp (binary field curves, large leakage) is not constant time and leaks the bit length of the scalar among other information.

Risk And Classification

Problem Types: CWE-417

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cryptopp Crypto All All All All

Application Cryptopp Crypto All All All All

References

Reference Source Link

Return of the Hidden Number Problem. | IACR Transactions on Cryptographic Hardware and Embedded Systems MISC tches.iacr.org

minerva.crocs.fi.muni.cz MISC minerva.crocs.fi.muni.cz

[security-announce] openSUSE-SU-2019:1968-1: moderate: Security update f SUSE lists.opensuse.org

eprint.iacr.org/2011/232.pdf MISC eprint.iacr.org

Elliptic Curve timing leaks · Issue #869 · weidai11/cryptopp · GitHub MISC github.com

oss-security - Minerva: ECDSA key recovery from bit-length leakage MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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