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Summary

CVE CVE-2019-14473

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-06 19:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description eQ-3 Homematic CCU2 and CCU3 use session IDs for authentication but lack authorization checks. Consequently, a valid guest level or user level account can create a new admin level account, read the service messages, clear the system protocol or modify/delete internal programs, etc. pp.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Eq-3 Ccu2 - All All All

Hardware Eq-3 Ccu2 - All All All

Operating System Eq-3 Ccu2 Firmware All All All All

Hardware Eq-3 Ccu3 - All All All

Hardware Eq-3 Ccu3 - All All All

Operating System Eq-3 Ccu3 Firmware All All All All

References

Reference

CVE-2019-14473 eQ-3 Homematic CCU2 and CCU3 use session IDs for authentication but lack authorization checks. Consequently, a valid guest level or user level account can create a new admin level account, read the service messages, clear the system protocol or modify/delete internal programs, etc. pp. – psytester – Testing is my passion. Sharing knowledge is my contribution.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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