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Summary

CVE CVE-2019-14510

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-11 12:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description An issue was discovered in Kaseya VSA RMM through 9.5.0.22. When using the default configuration, the LAN Cache feature creates a local account FSAdminxxxxxxxxx (e.g., FSAdmin123456789) on the server that hosts the LAN Cache and all clients that are assigned to a LAN Cache. This account is placed into the local Administrators group of all clients assigned to the LAN Cache. When the assigned client is a Domain Controller, the FSAdminxxxxxxxxx account is created as a domain account and automatically added as a member of the domain BUILTIN\Administrators group. Using the well known Pass-the-Hash techniques, an attacker can use the same FSAdminxxxxxxxxx hash from any LAN Cache client and pass this to a Domain Controller, providing administrative rights to the attacker on any Domain Controller. (Local account Pass-the-Hash mitigations do not protect domain accounts.)

Risk And Classification

Problem Types: CWE-287 | CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kaseya Vsa All All All All

References

Reference Source Link Tags

» CVE-2019-14510 – Abusing the Kaseya LAN Cache FSAdmin – Blue Team Edition MISC lockstepgroup.com Exploit, Third Party Advisory

Kaseya Community MISC community.kaseya.com Release Notes

IT Systems Management Software for Remote Monitoring- Kaseya MISC www.kaseya.com Product

» CVE-2019-14510 – Abusing the Kaseya LAN Cache FSAdmin – Red Team Edition MISC lockstepgroup.com Exploit, Third Party Advisory

Kaseya Community MISC community.kaseya.com Release Notes

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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