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CVE CVE-2019-14563
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-23 17:15:00 UTC
Updated 2022-01-01 18:11:00 UTC
Description Integer truncation in EDK Il may allow an authenticated user to potentially enable escalation of privilege via local access.

Risk And Classification

Problem Types: CWE-787 | CWE-681

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All

Application Tianocore Edk2 - All All All

Application Tianocore Edk2 - All All All

Reference Source Link Tags

[SECURITY] [DLA 2645-1] edk2 security update MLIST lists.debian.org

2001 — (CVE-2019-14563) Integer truncation issues in S3BootScript[Save]*() APl MISC bugzilla.tianocore.org  Issue Tracking
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178582 Debian Security Update for edk2 (DLA 2645-1)

377348 Alibaba Cloud Linux Security Update for edk2 (ALINUX3-SA-2022:0098)
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