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Pointer corruption in system firmware for Intel(R) NUC may allow a privileged user to potentially enable escalation of privile:

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System

Hardware

Vendor Product

Intel Nuc 8 Mainstream Game Kit

Intel Nuc 8 Mainstream Game Kit

Intel Nuc 8 Mainstream Game Kit Firmware

Intel Nuc 8 Mainstream Game Kit Firmware

Intel Nuc 8 Mainstream Game Mini Computer

Intel Nuc 8 Mainstream Game Mini Computer

Intel Nuc 8 Mainstream Game Mini Computer Firmware
Intel Nuc 8 Mainstream Game Mini Computer Firmware
Intel Nuc Board De3815tybe

Intel Nuc Board De3815tybe

Intel Nuc Board De3815tybe Firmware

Intel Nuc Board De3815tybe Firmware

Intel Nuc Kit De3815tykhe

Intel Nuc Kit De3815tykhe

Intel Nuc Kit De3815tykhe Firmware

Intel Nuc Kit De3815tykhe Firmware

Intel Nuc Kit Dn2820fykh

Version

All

All

All

All

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2019-14569/mitre
https://cve.report/CVE-2019-14569/nist
https://cve.report/CVE-2019-14569/cve_org
https://cve.report/CVE-2019-14569.pdf
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_8_mainstream_game_kit
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_8_mainstream_game_kit
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_8_mainstream_game_kit_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_8_mainstream_game_kit_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_8_mainstream_game_mini_computer
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_8_mainstream_game_mini_computer
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_8_mainstream_game_mini_computer_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_8_mainstream_game_mini_computer_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_board_de3815tybe
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_board_de3815tybe
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_board_de3815tybe_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_board_de3815tybe_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_kit_de3815tykhe
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_kit_de3815tykhe
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_kit_de3815tykhe_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_kit_de3815tykhe_firmware
http://cve.report/vendor/intel
http://cve.report/software/intel/nuc_kit_dn2820fykh

Hardware Intel Nuc Kit Dn2820fykh - All All All

Operating System Intel Nuc Kit Dn2820fykh Firmware All All All All
Operating System Intel Nuc Kit Dn2820fykh Firmware All All All All
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CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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