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CVE CVE-2019-14586
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-23 17:15:00 UTC
Updated 2022-01-01 18:11:00 UTC
Description Use after free vulnerability in EDK |l may allow an authenticated user to potentially enable escalation of privilege, informatic

/ |

1|

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 9.0 All All All
Application Tianocore Edk2 - All All All
Application Tianocore Edk2 - All All All

References |
Reference Source Link
1995 — (CVE-2019-14586) Error corner cases in Hii Os Runtime support, where Host OS could trigger use after free  MISC bugzilla.ti
[SECURITY] [DLA 2645-1] edk2 security update MLIST lists.debic
CVE Program record CVE.ORG www.cve.
NVD vulnerability detail NVD nvd.nist.g
a .

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178582 Debian Security Update for edk2 (DLA 2645-1)
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