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Summary

CVE CVE-2019-14615

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-17 18:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description Insufficient control flow in certain data structures for some Intel(R) Processors with Intel(R) Processor Graphics may allow an unauthenticated user to potentially enable information disclosure via local access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All
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Operating System Intel Atom E3805 Firmware - All All All

Hardware Intel Atom E3815 - All All All

Hardware Intel Atom E3815 - All All All

Hardware Intel Atom E3815 - All All All
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Operating System Intel Xeon E3-1578l Firmware - All All All

Hardware Intel Xeon E3-1585 5 All All All
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Operating System Intel Xeon E3-1585 Firmware - All All All

Operating System Intel Xeon E3-1585 Firmware - All All All
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

239879 Red Hat Update for kernel-rt (RHSA-2021:4140)

377065 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2020:0113)

940265 AlmaLinux Security Update for kernel (ALSA-2021:4356)
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