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CVE CVE-2019-14657
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-08 13:15:00 UTC
Updated 2019-10-18 14:47:00 UTC
Description Yealink phones through 2019-08-04 have an issue with OpenVPN file upload. They execute tar as root to extract files, but ¢
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Risk And Classification

Problem Types: CWE-22 | CWE-434

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Yeahlink T49¢g - All All All
Hardware Yeahlink T49¢g - All All All
Operating System Yeahlink T49g Firmware All All All All
Hardware Yeahlink T58v - All All All
Hardware Yeahlink T58v - All All All
Operating System Yeahlink T58v Firmware All All All All
Hardware Yeahlink Vp59 - All All All
Hardware Yeahlink Vp59 - All All All
Operating System Yeahlink Vp59 Firmware All All All All
References
Reference Source Link Tags
Website Inactive MISC cerebusforensics.com  Exploit, Third Party Advisory
Exploiting Yealink IP phones on current firmware with two 0-day exploits. MISC sway.office.com Exploit, Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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http://cve.report/software/yeahlink/t58v
http://cve.report/vendor/yeahlink
http://cve.report/software/yeahlink/t58v
http://cve.report/vendor/yeahlink
http://cve.report/software/yeahlink/t58v_firmware
http://cve.report/vendor/yeahlink
http://cve.report/software/yeahlink/vp59
http://cve.report/vendor/yeahlink
http://cve.report/software/yeahlink/vp59
http://cve.report/vendor/yeahlink
http://cve.report/software/yeahlink/vp59_firmware
http://cerebusforensics.com/yealink/exploit.html
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https://nvd.nist.gov/vuln/detail/CVE-2019-14657

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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