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Summary

CVE CVE-2019-14728

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-10 16:15:00 UTC

Updated 2023-01-24 18:57:00 UTC

Description In CentOS-WebPanel.com (aka CWP) CentOS Web Panel 0.9.8.851, an insecure object reference allows an attacker to add an e-mail forwarding destination to a victim's account via an attacker account.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Centos-webpanel Centos Web Panel 0.9.8.851 All All All

Application Centos-webpanel Centos Web Panel 0.9.8.851 All All All

Application Control-webpanel Webpanel 0.9.8.851 All All All

References

Reference Source Link

Control Web Panel 0.9.8.851 Privilege Escalation ≈ Packet Storm MISC packetstormsecurity.com

CentOS-Control-Web-Panel-CVE/CVE-2019-14728.md at master · i3umi3iei3ii/CentOS-Control-Web-Panel-CVE · GitHub MISC github.com

ChangeLog for CentOS 7 | CentOS Web Panel MISC centos-webpanel.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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