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Summary

CVE CVE-2019-14806

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-09 15:15:00 UTC

Updated 2023-03-03 19:34:00 UTC

Description Pallets Werkzeug before 0.15.3, when used with Docker, has insufficient debugger PIN randomness because Docker containers share the same machine id.

Risk And Classification

Problem Types: CWE-331

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Opensuse Leap 15.0 All All All

Operating System Opensuse Leap 15.1 All All All

Application Palletsprojects Werkzeug All All All All

Application Palletsprojects Werkzeug All All All All

References

Reference Source Link Tags

werkzeug/__init__.py at 7fef41b120327d3912fbe12fb64f1951496fcf3e · pallets/werkzeug · GitHub MISC github.com Third Party Advisory

[security-announce] openSUSE-SU-2019:2118-1: moderate: Security update f SUSE lists.opensuse.org

unique debugger pin in Docker containers · pallets/werkzeug@00bc43b · GitHub MISC github.com Patch, Third Party Advisory

Werkzeug 0.15.3 Released | The Pallets Projects MISC palletsprojects.com Release Notes, Third Party Advisory

[security-announce] openSUSE-SU-2019:2145-1: moderate: Security update f SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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