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Summary

CVE CVE-2019-14807

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-09 21:15:00 UTC

Updated 2019-09-25 14:17:00 UTC

Description In the MobileFrontend extension 1.31 through 1.33 for MediaWiki, XSS exists within the edit summary field in includes/specials/MobileSpecialPageFeed.php.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mediawiki Mobilefrontend All All All All

References

Reference Source Link Tags

08dfc59771d0ed9b739a59bb521baf7f59d169f9 - mediawiki/extensions/MobileFrontend - Gitiles CONFIRM gerrit.wikimedia.org Third Party Advisory

⚓ T229541 Javascript injection in edit summary on mobile site (CVE-2019-14807) MISC phabricator.wikimedia.org Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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