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Summary

CVE CVE-2019-14809

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-13 21:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description net/url in Go before 1.11.13 and 1.12.x before 1.12.8 mishandles malformed hosts in URLs, leading to an authorization bypass in some applications. This is related to a Host field with a suffix appearing in neither Hostname() nor Port(), and is related to a non-numeric port number. For example, an attacker can compose a crafted javascript:// URL that results in a hostname of google.com.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Application Golang Go All All All All

Application Golang Go All All All All

References

Reference Source Link Tags

Bugtraq: [SECURITY] [DSA 4503-1] golang-1.11 security update BUGTRAQ seclists.org Mailing List, Third Party Advisory

[security-announce] openSUSE-SU-2019:2056-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: golang-1.12.9-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Google Groups groups.google.com

[security-announce] openSUSE-SU-2019:2130-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 29 Update: golang-1.11.13-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2019:2072-1: moderate: Security update f SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2019:2000-1: important: Security update SUSE lists.opensuse.org

Google Groups groups.google.com

Red Hat Customer Portal REDHAT access.redhat.com
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[SECURITY] Fedora 29 Update: golang-1.11.13-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

net/url: URL.Parse Multiple Parsing Issues · Issue #29098 · golang/go · GitHub CONFIRM github.com Exploit, Patch, Third Party Advisory

[security-announce] openSUSE-SU-2019:2085-1: moderate: Security update f SUSE lists.opensuse.org

Google Groups MISC groups.google.com Third Party Advisory

[SECURITY] Fedora 30 Update: golang-1.12.9-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Debian -- Security Information -- DSA-4503-1 golang-1.11 DEBIAN www.debian.org Third Party Advisory

Google Groups CONFIRM groups.google.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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159678 Oracle Enterprise Linux Security Update for go-toolset:ol8 (ELSA-2019-3433)

296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)

500973 Alpine Linux Security Update for go

504867 Alpine Linux Security Update for go

670284 EulerOS Security Update for golang (EulerOS-SA-2021-1792)

904963 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (12343)

905058 Common Base Linux Mariner (CBL-Mariner) Security Update for msft-golang (12569)

905170 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (12490)
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