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There is heap-based buffer overflow in Linux kernel, all versions up to, excluding 5.3, in the marvell wifi chip driver in Linux
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Risk And Classification

Problem Types: CWE-122
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Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Debian Debian Linux 8.0 All All All
Linux Linux Kernel All All All All
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Netapp A220 - All All All
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Netapp A320 - All All All
Netapp A320 Firmware - All All All
Netapp A700s - All All All
Netapp A700s Firmware - All All All
Netapp A800 - All All All
Netapp A800 Firmware - All All All
Netapp C190 - All All All
Netapp C190 Firmware - All All All
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Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux Eus 8.1 All All All
Operating System Redhat Enterprise Linux Eus 8.2 All All All
Operating System Redhat Enterprise Linux Eus 8.4 All All All
Operating System Redhat Enterprise Linux For Real Time 8 All All All
Operating System Redhat Enterprise Linux For Real Time For Nfv 8 All All All
Operating System Redhat Enterprise Linux For Real Time For Nfv Tus 8.2 All All All
Operating System Redhat Enterprise Linux For Real Time For Nfv Tus 8.4 All All All
Operating System Redhat Enterprise Linux For Real Time Tus 8.2 All All All
Operating System Redhat Enterprise Linux For Real Time Tus 8.4 All All All
Operating System Redhat Enterprise Linux Server Aus 8.2 All All All
Operating System Redhat Enterprise Linux Server Aus 8.4 All All All
Operating System Redhat Enterprise Linux Server Tus 8.2 All All All
Operating System Redhat Enterprise Linux Server Tus 8.4 All All All
Operating System Redhat Messaging Realtime Grid 2.0 All All All
Operating System Redhat Messaging Realtime Grid 2.0 All All All
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1744130 — (CVE-2019-14814) CVE-2019-14814 kernel: heap overflow in mwifiex_set_uap_rates() function of Marvell Wifi Driver leading to Dc
oss-security - Linux kernel: three heap overflow in the marvell wifi driver

[SECURITY] [DLA 1930-1] linux security update

access.redhat.com/security/cve/CVE-2019-14814
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[SECURITY] Fedora 29 Update: kernel-headers-5.2.11-100.fc29 - package-announce - Fedora Mailing-Lists
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[security-announce] openSUSE-SU-2019:2181-1: important: Security update

oss-security - Linux kernel: three heap overflow in the marvell wifi driver
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USN-4162-1: Linux kernel vulnerabilities | Ubuntu security notices

[SECURITY] [DLA 2114-1] linux-4.9 security update
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Slackware Security Advisory - Slackware 14.2 kernel Updates ~ Packet Storm

[security-announce] openSUSE-SU-2019:2173-1: important: Security update

USN-4163-2: Linux kernel (Xenial HWE) vulnerabilities | Ubuntu security notices

USN-4157-1: Linux kernel vulnerabilities | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 30 Update: kernel-5.2.11-200.fc30 - package-announce - Fedora Mailing-Lists
USN-4163-1: Linux kernel vulnerabilities | Ubuntu security notices

USN-4157-2: Linux kernel (HWE) vulnerabilities | Ubuntu security notices

mwifiex: Fix three heap overflow at parsing element in cf{g80211_ap_se... - torvalds/linux@7caac62 - GitHub
1744130 — (CVE-2019-14814) CVE-2019-14814 kernel: heap overflow in mwifiex_set_uap_rates() function of Marvell Wifi Driver leading to D¢
Kernel Live Patch Security Notice LSN-0058-1 ~ Packet Storm

Red Hat Customer Portal

October 2019 Linux Kernel Vulnerabilities in NetApp Products | NetApp Product Security
kernel/git/torvalds/linux.git - Linux kernel source tree

[SECURITY] Fedora 30 Update: kernel-5.2.11-200.fc30 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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