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CVE CVE-2019-14822
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-25 12:15:00 UTC
Updated 2022-06-07 18:41:00 UTC
Description A flaw was discovered in ibus in versions before 1.5.22 that allows any unprivileged user to monitor and send method calls
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Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 19.10 All All All
Application Ibus Project Ibus All All All All
Application Ibus Project lbus - All All All
Application Ibus Project Ibus - All All All
Application Oracle Zfs Storage Appliance Kit 8.8 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Reference Sc
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296061 Oracle Solaris 11.4 Support Repository Update (SRU) 42.113.1 Missing (CPUJAN2022)
377343 Alibaba Cloud Linux Security Update for ibus and glib2 (ALINUX3-SA-2022:0060)
377507 Alibaba Cloud Linux Security Update for glib2 and ibus (ALINUX2-SA-2020:0146)
670183 EulerOS Security Update for ibus (EulerOS-SA-2021-1681)

670278 EulerOS Security Update for ibus (EulerOS-SA-2021-1799)

670625 EulerOS Security Update for ibus (EulerOS-SA-2021-2383)

940151 AlmaLinux Security Update for ibus and glib2 (ALSA-2020:1880)
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