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A buffer overflow flaw was found, in versions from 2.6.34 to 5.2.x, in the way Linux kernel's vhost functionality that translate
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Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)
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Operating System
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Operating System
Operating System
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Operating System
Operating System
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Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject  Fedora 29 All All All
Fedoraproject  Fedora 30 All All All
Huawei Imanager Neteco v600r009c00 All All All
Huawei Imanager Neteco v600r009¢10spc200 All All All
Huawei Imanager Neteco 6000 v600r008c10spc300 All All All
Huawei Imanager Neteco 6000 v600r008c20 All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

376882 Alibaba Cloud Linux Security Update for cloud-kernel (ALINUX2-SA-2019:0121)
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