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Summary

CVE CVE-2019-14837

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-07 17:15:00 UTC

Updated 2020-01-15 15:43:00 UTC

Description A flaw was found in keycloack before version 8.0.0. The owner of 'placeholder.org' domain can setup mail server on this domain and knowing only name of a client can reset password and then log in. For example, for client name 'test' the email address will be 'service-account-test@placeholder.org'.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redhat Keycloak All All All All

Application Redhat Keycloak All All All All

Application Redhat Single Sign-on 7.3 All All All

Application Redhat Single Sign-on 7.3 All All All

References

Reference

Login server redirect

KEYCLOAK-10780 Stop creating placeholder e-mails for service accounts… · keycloak/keycloak@9a7c1a9 · GitHub

1730227 – (CVE-2019-14837) CVE-2019-14837 keycloak: keycloak uses hardcoded open dummy domain for new accounts enabling information disclosure

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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