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Summary

CVE CVE-2019-14846

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-08 19:15:00 UTC

Updated 2022-04-22 19:56:00 UTC

Description In Ansible, all Ansible Engine versions up to ansible-engine 2.8.5, ansible-engine 2.7.13, ansible-engine 2.6.19, were logging at the DEBUG level which lead to a disclosure of credentials if a plugin used a library that logged credentials at the DEBUG level. This flaw does not affect Ansible modules, as those are executed in a separate process.

Risk And Classification

Problem Types: CWE-532 | CWE-117

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Opensuse Backports Sle 15.0 sp1 All All

Application Opensuse Backports Sle 15.0 sp1 All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.1 All All All

Application Redhat Ansible Engine All All All All

Application Redhat Ansible Engine 2.0 All All All

Application Redhat Ansible Engine 2.6.0 All All All

Application Redhat Ansible Engine 2.7.0 All All All

Application Redhat Ansible Engine 2.8.0 All All All

Application Redhat Ansible Engine All All All All

Application Redhat Ansible Engine 2.0 All All All

Application Redhat Ansible Engine 2.6.0 All All All
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Application Redhat Ansible Engine 2.6.0 All All All

Application Redhat Ansible Engine 2.7.0 All All All

Application Redhat Ansible Engine 2.8.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 8.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 8.0 All All All

Application Redhat Openstack 13 All All All

Application Redhat Openstack 13.0 All All All

Application Redhat Openstack 13.0 All All All

References

Reference Source

Red Hat Customer Portal REDHAT

[SECURITY] [DLA 2202-1] ansible security update MLIST

[security-announce] openSUSE-SU-2020:0513-1: moderate: Security update f SUSE

Fix for plugins which used the boto libraries leaking the boto creden… by abadger · Pull Request #63366 · ansible/ansible · GitHub CONFIRM

[security-announce] openSUSE-SU-2020:0523-1: moderate: Security update f SUSE

[SECURITY] [DLA 2535-1] ansible security update MLIST

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

1755373 – (CVE-2019-14846) CVE-2019-14846 ansible: secrets disclosed on logs when no_log enabled CONFIRM

Debian -- Security Information -- DSA-4950-1 ansible DEBIAN

Red Hat Customer Portal REDHAT

Red Hat Customer Portal REDHAT

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178744 Debian Security Update for ansible (DSA 4950-1)

500006 Alpine Linux Security Update for ansible

501346 Alpine Linux Security Update for ansible-base
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