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Description

VE-2019-14

MITRE NVD

CVE-2019-14856

PUBLIC

secalert@redhat.com

CVE Program / NVD first with legacy fallback

2019-11-26 14:15:00 UTC

2021-08-04 17:14:00 UTC

CVE.ORG

Print: PDF %5

ansible before versions 2.8.6, 2.7.14, 2.6.20 is vulnerable to a None

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Application
Application
Application
Application

Application

References

Vendor
Opensuse
Opensuse
Opensuse
Opensuse
Redhat
Redhat
Redhat
Redhat

Redhat

Product
Backports Sle
Backports Sle
Leap

Leap

Ansible
Ansible
Openstack
Openstack

Openstack

Version Update
15.0 sp1
15.0 sp1
15.1 All
15.1 All
All All
All All
13 All
13.0 All
13.0 All

Edition Language
All All
All All
All All
All All
All All
All All
All All
All All
All All

Reference

Red Hat Customer Portal

CVE Program record

AN/N vndlmAavakilibig, AAtAll

[security-announce] openSUSE-SU-2020:0513-1: moderate: Security update f

[security-announce] openSUSE-SU-2020:0523-1: moderate: Security update f

1760829 — (CVE-2019-14856) CVE-2019-14856 ansible: Incomplete fix for CVE-2019-10206

Source

CONFIRM

SUSE

SUSE

REDHAT

CVE.ORG

NV

Link
bugzilla.redhat.com
lists.opensuse.org
lists.opensuse.org
access.redhat.com

WwWWw.Ccve.org

mirAl miAl AA,

Tags

Issue Tracl
Third Party
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canonical


https://cve.report/
https://cve.report/CVE-2019-14856/mitre
https://cve.report/CVE-2019-14856/nist
https://cve.report/CVE-2019-14856/cve_org
https://cve.report/CVE-2019-14856.pdf
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/backports_sle
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible
http://cve.report/vendor/redhat
http://cve.report/software/redhat/ansible
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openstack
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-14856
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00021.html
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00026.html
https://access.redhat.com/errata/RHSA-2020:0756
https://www.cve.org/CVERecord?id=CVE-2019-14856
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500005 Alpine Linux Security Update for ansible
501346 Alpine Linux Security Update for ansible-base

995664 Python (Pip) Security Update for ansible (GHSA-6fq2-x65v-v9h7)
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