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CVE CVE-2019-14857
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-26 12:15:00 UTC
Updated 2023-11-07 03:05:00 UTC
Description A flaw was found in mod_auth_openidc before version 2.4.0.1. An open redirect issue exists in URLs with trailing slashes s!
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Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mod Auth Openidc Project Mod Auth Openidc All All All All

Application Mod Auth Openidc Project Mod Auth Openidc All All All All

Application Openidc Mod Auth Openidc All All All All

Reference Sou
2.4.0.2 oops - zmartzone/mod_auth_openidc@ce37080 - GitHub cor
Google Groups cor

1760613 — (CVE-2019-14857) CVE-2019-14857 mod_auth_openidc: Open redirect in logout url when using URLs with leading slashes CO!

Fix open redirect starting with a slash by oss-aimoto - Pull Request #451 - zmartzone/mod_auth_openidc - GitHub cor
[SECURITY] [DLA 2298-1] libapache2-mod-auth-openidc security update MLE:
Google Groups

improve validation of the post-logout URL; closes #449 - zmartzone/mod_auth_openidc@5c¢15dfb - GitHub cor
CVE Program record CVE
NVD vulnerability detail NVL

/ |

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings |

377438 Alibaba Cloud Linux Security Update for mod_auth_openidc (ALINUX2-SA-2020:0141)
377572 Alibaba Cloud Linux Security Update for mod_auth_openidc:2.3 (ALINUX3-SA-2022:0052)

940291 AlmaLinux Security Update for mod_auth_openidc:2.3 (ALSA-2020:3032)

960371 Rocky Linux Security Update for mod_auth_openidc:2.3 (RLSA-2020:3032)
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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