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CVE CVE-2019-14863
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-02 15:15:00 UTC
Updated 2020-01-09 19:57:00 UTC
Description There is a vulnerability in all angular versions before 1.5.0-beta.0, where after escaping the context of the web application, 1

/ |

1|

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Angularjs Angular.js All All All All

Application Redhat Decision Manager 7.0 All All All

Application Redhat Decision Manager 7.0 All All All

Application Redhat Process Automation 7.0 All All All

Application Redhat Process Automation 7.0 All All All

Reference Sol

1763589 — (CVE-2019-14863) CVE-2019-14863 angular: Cross-site Scripting (XSS) due to no proper sanitization of xlink:href attributes  CO

Cross-site Scripting (XSS) in angular | Snyk MIS
CVE Program record Ccv
NVD vulnerability detail NV

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981592 Nodejs (npm) Security Update for angular (GHSA-r5fx-8r73-v86c)
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