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Summary

CVE CVE-2019-14864

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-02 15:15:00 UTC

Updated 2022-04-22 19:59:00 UTC

Description Ansible, versions 2.9.x before 2.9.1, 2.8.x before 2.8.7 and Ansible versions 2.7.x before 2.7.15, is not respecting the flag no_log set it to True when Sumologic and Splunk callback plugins are used send tasks results events to collectors. This would discloses and collects any sensitive data.

Risk And Classification

Problem Types: CWE-532 | CWE-117

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Opensuse Backports Sle 15.0 sp1 All All

Operating System Opensuse Leap 15.1 All All All

Application Redhat Ansible All All All All

Application Redhat Ansible All All All All

Application Redhat Ansible Tower 3.0 All All All

Application Redhat Ansible Tower 3.0 All All All

Application Redhat Ceph Storage 3.0 All All All

Application Redhat Ceph Storage 3.0 All All All

Application Redhat Cloudforms Management Engine 5.0 All All All

Application Redhat Cloudforms Management Engine 5.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 6.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 8.0 All All All
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Operating System Redhat Enterprise Linux 8.0 All All All

References

Reference Source

Sumologic callback plugin logging sensitive data · Issue #63522 · ansible/ansible · GitHub MISC

[security-announce] openSUSE-SU-2020:0513-1: moderate: Security update f SUSE

[security-announce] openSUSE-SU-2020:0523-1: moderate: Security update f SUSE

1764148 – (CVE-2019-14864) CVE-2019-14864 Ansible: Splunk and Sumologic callback plugins leak sensitive data in logs CONFIRM

removing args from task_fields as it can contain sensitive data by poblahblahblah · Pull Request #63527 · ansible/ansible · GitHub MISC

Debian -- Security Information -- DSA-4950-1 ansible DEBIAN

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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