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All Samba versions 4.x.x before 4.9.17, 4.10.x before 4.10.11 and 4.11.x before 4.11.3 have an issue, where the S4U (MS-
| |

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 31 All All All
Opensuse Leap 15.1 All All All
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Application Samba Samba All All All All

Application Samba Samba All All All All
Reference

December 2019 Samba Vulnerabilities in NetApp Products | NetApp Product Security
[SECURITY] Fedora 31 Update: samba-4.11.3-0.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: samba-4.10.11-0.fc30 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2019:2700-1: important: Security update

Synology Inc.

December 2022 Heimdal Vulnerabilities in NetApp Products | NetApp Product Security
USN-4217-2: Samba vulnerabilities | Ubuntu security notices

1778589 — (CVE-2019-14870) CVE-2019-14870 samba: The DelegationNotAllowed Kerberos feature restriction was not being applied when
USN-4217-1: Samba vulnerabilities | Ubuntu security notices

Heimdal: Multiple Vulnerabilities (GLSA 202310-06) — Gentoo security

[SECURITY] [DLA 3206-1] heimdal security update

[SECURITY] Fedora 31 Update: samba-4.11.3-0.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2668-1] samba security update

Samba: Multiple vulnerabilities (GLSA 202003-52) — Gentoo security

[SECURITY] Fedora 30 Update: samba-4.10.11-0.fc30 - package-announce - Fedora Mailing-Lists
Samba - Security Announcement Archive

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178607 Debian Security Update for samba (DLA 2668-1)
181249 Debian Security Update for heimdal (DLA 3206-1)
500623 Alpine Linux Security Update for samba

502599 Alpine Linux Security Update for heimdal

502655 Alpine Linux Security Update for heimdal

503994 Alpine Linux Security Update for heimdal

504385 Alpine Linux Security Update for samba
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670882 EulerOS Security Update for samba (EulerOS-SA-2020-2396)

710767 Gentoo Linux Heimdal Multiple Vulnerabilities (GLSA 202310-06)
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