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Summary

CVE CVE-2019-14888

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-01-23 17:15:00 UTC

Updated 2022-04-01 15:45:00 UTC

Description A vulnerability was found in the Undertow HTTP server in versions before 2.0.28.SP1 when listening on HTTPS. An attacker can target the HTTPS port to carry out a Denial Of Service (DOS) to make the service unavailable on SSL.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Netapp Active Iq Unified Manager - All All All

Application Redhat Jboss Data Grid - All All All

Application Redhat Jboss Data Grid 7.0.0 All All All

Application Redhat Jboss Data Grid 7.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0.0 All All All

Application Redhat Jboss Fuse 6.0.0 All All All

Application Redhat Jboss Fuse 7.0.0 All All All

Application Redhat Jboss Fuse 6.0.0 All All All

Application Redhat Jboss Fuse 7.0.0 All All All

Application Redhat Single Sign-on 7.0 All All All

Application Redhat Single Sign-on 7.0 All All All

Application Redhat Undertow All All All All
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1772464 – (CVE-2019-14888) CVE-2019-14888 undertow: possible Denial Of Service (DOS) in Undertow HTTP server listening on HTTPS

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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