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CVE CVE-2019-14891
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-25 11:15:00 UTC
Updated 2020-02-28 18:10:00 UTC
Description A flaw was found in cri-0, as a result of all pod-related processes being placed in the same memory cgroup. This can result
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Risk And Classification

Problem Types: CWE-754

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Fedoraproject Fedora - All All All
Operating System Fedoraproject Fedora - All All All
Application Kubernetes Cri-o All All All All
Application Kubernetes Cri-o All All All All
Application Redhat Openshift Container Platform 3.1 All All All
Application Redhat Openshift Container Platform 41 All All All
Application Redhat Openshift Container Platform 4.2 All All All
Application Redhat Openshift Container Platform 3.11 All All All
Application Redhat Openshift Container Platform 4.1 All All All
Application Redhat Openshift Container Platform 4.2 All All All
Reference Source

1772280 — (CVE-2019-14891) CVE-2019-14891 cri-o: infra container reparented to systemd following OOM Killer killing it's conmon ~ CONFI
CVE Program record CVE.O

NVD vulnerability detail NVD
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https://cve.report/CVE-2019-14891/mitre
https://cve.report/CVE-2019-14891/nist
https://cve.report/CVE-2019-14891/cve_org
https://cve.report/CVE-2019-14891.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/cri-o
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/cri-o
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-14891
https://www.cve.org/CVERecord?id=CVE-2019-14891
https://nvd.nist.gov/vuln/detail/CVE-2019-14891

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

770033 Red Hat OpenShift Container Platform 4.2.36 Security Update (RHSA-2020:2776)
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