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Summary

CVE CVE-2019-14892

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-02 17:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description A flaw was discovered in jackson-databind in versions before 2.9.10, 2.8.11.5 and 2.6.7.3, where it would permit polymorphic deserialization of a malicious object using commons-configuration 1 and 2 JNDI classes. An attacker could use this flaw to execute arbitrary code.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Geode 1.12.0 All All All

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind All All All All

Application Redhat Decision Manager 7.0 All All All

Application Redhat Decision Manager 7.0 All All All

Application Redhat Jboss Data Grid - All All All

Application Redhat Jboss Data Grid 7.0.0 All All All

Application Redhat Jboss Data Grid 7.0.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0 All All All

Application Redhat Jboss Enterprise Application Platform 7.0 All All All

Application Redhat Jboss Fuse 7.0.0 All All All

Application Redhat Jboss Fuse 7.0.0 All All All

Application Redhat Openshift Container Platform 4.3 All All All

Application Redhat Openshift Container Platform 4.3 All All All

Application Redhat Process Automation 7.0 All All All

Application Redhat Process Automation 7.0 All All All
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CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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373312 IBM Sterling B2B Integrator Multiple security Vulnerabilities

375626 IBM Cognos Analytics Multiple Vulnerabilities (6451705)

982702 Java (maven) Security Update for com.fasterxml.jackson.core:jackson-databind (GHSA-cf6r-3wgc-h863)
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