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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

The fix for CVE-2019-11599, affecting the Linux kernel before 5.0.10
was not complete. A local user could use this flaw to obtain sensitive
information, cause a denial of service, or possibly have other
unspecified impacts by triggering a race condition with
mmget_not_zero or get_task_mm calls.

CVSS3 Score: 7 - HIGH
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CVSS2 Score: 6.9 - MEDIUM
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CVE References

Description Tags Link

Red Hat Customer Portal access.redhat.com  MISC access.redhat.com/errata/RHSA-

CVE-2019-14898 has been assigned by  secalert@redhat.com to track the vulnerability - currently rated as HIGH  severity.

Affected Vendor/Software:  Linux kernel - kernel version = < 5.0.10
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https://cve.report/
https://cve.report/CVE-2019-14898/mitre
https://cve.report/CVE-2019-14898/nist
https://cve.report/CVE-2019-14898/cve_org
https://cve.report/CVE-2019-14898.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://access.redhat.com/errata/RHSA-2020:0339


text/html 2020:0339

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-
2020:0374

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-
2020:0375

Mailing List

Vendor Advisory

cdn.kernel.org

text/plain

 MISC
cdn.kernel.org/pub/linux/kernel/v5.x/ChangeLog-
5.0.10

1774671 – (CVE-2019-14898) CVE-2019-14898 kernel:
incomplete fix for race condition between
mmget_not_zero()/get_task_mm() and core dumping in CVE-2019-
11599

Issue Tracking

Third Party Advisory

bugzilla.redhat.com

text/html

 CONFIRM
bugzilla.redhat.com/show_bug.cgi?id=CVE-
2019-14898

Mailing List

Vendor Advisory

cdn.kernel.org

text/plain

 MISC
cdn.kernel.org/pub/linux/kernel/v4.x/ChangeLog-
4.14.114

1790 - project-zero - Project Zero - Monorail Exploit

Mailing List

Patch

Third Party Advisory

bugs.chromium.org

text/html

 MISC bugs.chromium.org/p/project-
zero/issues/detail?id=1790

May 2020 Linux Kernel Vulnerabilities in NetApp Products |
NetApp Product Security

security.netapp.com

text/html

 CONFIRM
security.netapp.com/advisory/ntap-20200608-
0001/

Mailing List

Vendor Advisory

cdn.kernel.org

text/plain

 MISC
cdn.kernel.org/pub/linux/kernel/v4.x/ChangeLog-
4.19.37

1774671 – (CVE-2019-14898) CVE-2019-14898 kernel:
incomplete fix for race condition between
mmget_not_zero()/get_task_mm() and core dumping in CVE-2019-
11599

bugzilla.redhat.com

text/html

 MISC bugzilla.redhat.com/show_bug.cgi?
id=1774671

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/security/cve/CVE-
2019-14898

Red Hat Customer Portal access.redhat.com

text/html

 MISC access.redhat.com/errata/RHSA-
2020:0328

Oracle Critical Patch Update Advisory - April 2021 www.oracle.com

text/html

 MISC www.oracle.com/security-
alerts/cpuApr2021.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

https://access.redhat.com/errata/RHSA-2020:0374
https://access.redhat.com/errata/RHSA-2020:0375
https://cve.report/CVE-2019-14898/451b08bb
https://bugzilla.redhat.com/show_bug.cgi?id=CVE-2019-14898
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https://cve.report/CVE-2019-14898/80f9b158
https://bugzilla.redhat.com/show_bug.cgi?id=1774671
https://access.redhat.com/security/cve/CVE-2019-14898
https://access.redhat.com/errata/RHSA-2020:0328
https://www.oracle.com/security-alerts/cpuApr2021.html
mailto:%20comment@cve.report


← Previous ID Next ID→

Operating
System

Linux Linux Kernel 5.0.10 All All All

Operating
System

Linux Linux Kernel 5.0.10 All All All

Application Redhat Enterprise Mrg 2.0 All All All

Operating
System

Redhat Enterprise Mrg 2.0 All All All

Application Redhat Enterprise Mrg 2.0 All All All

No vendor comments have been submitted for this CVE
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