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Summary

CVE CVE-2019-14904

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-26 03:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description A flaw was found in the solaris_zone module from the Ansible Community modules. When setting the name for the zone on the Solaris host, the zone name is checked by listing the process with the 'ps' bare command on the remote machine. An attacker could take advantage of this flaw by crafting the name of the zone and executing arbitrary commands in the remote host. Ansible Engine 2.7.15, 2.8.7, and 2.9.2 as well as previous versions are affected.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Redhat Ansible All All All All

Application Redhat Ansible All All All All

References

Reference Source Link

solaris_zone: Allow only valid characters in zone name by Akasurde · Pull Request #65686 · ansible/ansible · GitHub MISC github.com

[SECURITY] [DLA 2535-1] ansible security update MLIST lists.debian.org

Debian -- Security Information -- DSA-4950-1 ansible DEBIAN www.debian.org

1776944 – (CVE-2019-14904) CVE-2019-14904 Ansible: vulnerability in solaris_zone module via crafted solaris zone MISC bugzilla.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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178744 Debian Security Update for ansible (DSA 4950-1)

356296 Amazon Linux Security Advisory for ansible : ALASANSIBLE2-2023-009

500008 Alpine Linux Security Update for ansible

501348 Alpine Linux Security Update for ansible-base

981390 Python (pip) Security Update for ansible (GHSA-gwr8-5j83-483c)
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