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Summary

CVE CVE-2019-14930

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-28 13:15:00 UTC

Updated 2019-10-30 17:50:00 UTC

Description An issue was discovered on Mitsubishi Electric ME-RTU devices through 2.02 and INEA ME-RTU devices through 3.0. Undocumented hard-coded user passwords for root, ineaadmin, mitsadmin, and maint could allow an attacker to gain unauthorised access to the RTU. (Also, the accounts ineaadmin and mitsadmin are able to escalate privileges to root without supplying a password due to insecure entries in /etc/sudoers on the RTU.)

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Inea Me-rtu - All All All

Hardware Inea Me-rtu - All All All

Operating System Inea Me-rtu Firmware All All All All

Hardware Mitsubishielectric Smartrtu - All All All

Hardware Mitsubishielectric Smartrtu - All All All

Operating System Mitsubishielectric Smartrtu Firmware All All All All

References

Reference Source Link

Mogozobo MISC www.mogozobo.com

Mogozobo » (CVE-2019-14925 –> CVE-2019-14931) Mitsubishi Electric & INEA RTU Multiple Vulnerabilities MISC www.mogozobo.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2019-14930/mitre
https://cve.report/CVE-2019-14930/nist
https://cve.report/CVE-2019-14930/cve_org
https://cve.report/api/cve/CVE-2019-14930.json
https://cve.report/CVE-2019-14930.pdf
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http://cve.report/vendor/inea
http://cve.report/software/inea/me-rtu
http://cve.report/vendor/inea
http://cve.report/software/inea/me-rtu_firmware
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/smartrtu
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/smartrtu
http://cve.report/vendor/mitsubishielectric
http://cve.report/software/mitsubishielectric/smartrtu_firmware
https://www.mogozobo.com/
https://www.mogozobo.com/?p=3593
https://www.cve.org/CVERecord?id=CVE-2019-14930
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