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Summary

CVE CVE-2019-15005

State PUBLIC

Assigner security@atlassian.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-08 04:15:00 UTC

Updated 2019-11-14 21:15:00 UTC

Description The Atlassian Troubleshooting and Support Tools plugin prior to version 1.17.2 allows an unprivileged user to initiate periodic log scans and send the results to a user-specified email address due to a missing authorization check. The email message may contain configuration information about the application that the plugin is installed into. A vulnerable version of the plugin is included with Bitbucket Server / Data Center before 6.6.0, Confluence Server / Data Center before 7.0.1, Jira Server / Data Center before 8.3.2, Crowd / Crowd Data Center before 3.6.0, Fisheye before 4.7.2, Crucible before 4.7.2, and Bamboo before 6.10.2.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Atlassian Bamboo All All All All

Application Atlassian Bamboo All All All All

Application Atlassian Bitbucket All All All All

Application Atlassian Bitbucket All All All All

Application Atlassian Confluence All All All All

Application Atlassian Confluence All All All All

Application Atlassian Crowd All All All All

Application Atlassian Crowd All All All All

Application Atlassian Crucible All All All All

Application Atlassian Crucible All All All All

Application Atlassian Fisheye All All All All

Application Atlassian Fisheye All All All All

Application Atlassian Jira All All All All

Application Atlassian Jira All All All All

Application Atlassian Troubleshooting And Support All All All All

Application Atlassian Troubleshooting And Support All All All All
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[BAM-20647] Improper Authorization in Bambooo through ATST Plugin - CVE-2019-15005 - Create and track feature requests for Atlassian products.

usd-2019-0016 | usd Herolab

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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