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Summary

CVE CVE-2019-15026
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-30 15:15:00 UTC
Updated 2023-11-07 03:05:00 UTC
Description memcached 1.5.16, when UNIX sockets are used, has a stack-based buffer over-read in conn_to_str in memcached.c.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Memcached Memcached 1.5.16 All
Application Memcached Memcached 1.5.16 All

Edition

All

All

Language
All

All

References

Reference

[SECURITY] Fedora 29 Update: memcached-1.5.14-2.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: memcached-1.5.17-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: memcached-1.5.14-2.fc30 - package-announce - Fedora Mailing-Lists
fix strncpy call to avoid ASAN violation - memcached/memcached@554b566 - GitHub

USN-4125-1: Memcached vulnerability | Ubuntu security notices | Ubuntu

ReleaseNotes1517 - memcached/memcached Wiki - GitHub

[SECURITY] Fedora 31 Update: memcached-1.5.17-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 1913-1] memcached security update

[security-announce] openSUSE-SU-2020:0721-1: moderate: Security update f

[SECURITY] Fedora 29 Update: memcached-1.5.14-2.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: memcached-1.5.14-2.fc30 - package-announce - Fedora Mailing-Lists
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AN/N vndlmAavakilibig, AAtAll

Source

FEDORA

FEDORA

CONFIRM

UBUNTU

CONFIRM

MLIST

SUSE

FEDORA

CVE.ORG
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Link
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
github.com
usn.ubuntu.com
github.com
lists.fedoraproject.org
lists.debian.org
lists.opensuse.org
lists.fedoraproject.org
lists.fedoraproject.org

Www.cve.org
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https://cve.report/
https://cve.report/CVE-2019-15026/mitre
https://cve.report/CVE-2019-15026/nist
https://cve.report/CVE-2019-15026/cve_org
https://cve.report/CVE-2019-15026.pdf
http://cve.report/vendor/memcached
http://cve.report/software/memcached/memcached
http://cve.report/vendor/memcached
http://cve.report/software/memcached/memcached
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/FYGUBOEM5HX4GRMWVEKOJUFICF77ME47/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/QDBV5OGV3FJDAH4NO4JSXNRWHDGGKWYB/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/EOD422IS2OPXRDID5EKFZHFUHK2BLQGJ/
https://github.com/memcached/memcached/commit/554b56687a19300a75ec24184746b5512580c819
https://usn.ubuntu.com/4125-1/
https://github.com/memcached/memcached/wiki/ReleaseNotes1517
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/QDBV5OGV3FJDAH4NO4JSXNRWHDGGKWYB/
https://lists.debian.org/debian-lts-announce/2019/09/msg00006.html
http://lists.opensuse.org/opensuse-security-announce/2020-05/msg00060.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/FYGUBOEM5HX4GRMWVEKOJUFICF77ME47/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/EOD422IS2OPXRDID5EKFZHFUHK2BLQGJ/
https://www.cve.org/CVERecord?id=CVE-2019-15026
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296079 Oracle Solaris 11.4 Support Repository Update (SRU) 15.5.0 Missing (CPUOCT2019)
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