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Summary

CVE CVE-2019-15043

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-03 12:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description In Grafana 2.x through 6.x before 6.3.4, parts of the HTTP API allow unauthenticated use. This makes it possible to run a denial of service attack against the server running Grafana.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Grafana Grafana All All All All

Application Grafana Grafana All All All All

References

Reference Source Link

[security-announce] openSUSE-SU-2020:0892-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] Fedora 30 Update: grafana-6.3.4-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[security-announce] openSUSE-SU-2020:1105-1: moderate: Security update f SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2020:1611-1: moderate: Security update f SUSE lists.opensuse.org

Releases · grafana/grafana · GitHub MISC github.com

CVE-2019-15043 Grafana Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Release Notes v6.3.x - Releases - Grafana Labs Community Forums MISC community.grafana.com

[SECURITY] Fedora 29 Update: grafana-6.3.4-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 29 Update: grafana-6.3.4-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Grafana 5.4.5 and 6.3.4 Released with Important Security Fix | Grafana Labs CONFIRM grafana.com

Grafana 5.4.5 and 6.3.4 Security Update - Security Announcements - Grafana Labs Community Forums CONFIRM community.grafana.com

[SECURITY] Fedora 30 Update: grafana-6.3.4-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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376934 Alibaba Cloud Linux Security Update for grafana (ALINUX3-SA-2021:0073)

501576 Alpine Linux Security Update for grafana
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