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CVE CVE-2019-15064

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-17 20:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description HiNet GPON firmware version < 1040GWR190731 allows an attacker login to device without any authentication.
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Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version
Hardware Hinet Gpon -
Hardware Hinet Gpon -
Operating System Hinet Gpon Firmware All
Operating System Hinet Gpon Firmware All

Update Edition Language
All All All
All All All
All All All
All All All

References
Reference Source
BRI %FES Taiwan Vulnerability Note CONFIRM
TWCERT/CCA B4R Btk EIE BRI R0 CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Vendor Comments And Credit

Link Tags
tvn.twcert.org.tw Third Party Advisory
www.twcert.org.tw Third Party Advisory
WWww.cve.org canonical
nvd.nist.gov canonical, analysis

Discovery Credit

LEGACY: DEVCORE

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/software/hinet/gpon_firmware
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https://nvd.nist.gov/vuln/detail/CVE-2019-15064
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