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CVE CVE-2019-15071
State PUBLIC
Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-11-20 04:15:00 UTC

Updated 2019-11-22 16:15:00 UTC

/ |

Risk And Classification

Description The "/cgi-bin/go" page in MAIL2000 through version 6.0 and 7.0 has a cross-site scripting (XSS) vulnerability, allowing exec

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Openfind Mail2000 All All

Edition

All

Language

All

References

Reference

TWCERT/CCA B Btk ERIEE IR0
www.chtsecurity.com/download/5011077112c76fb73f82d7eeb2b41b3bcd06c5037be242fec7b1 ...
BATH | HEEAR
www.openfind.com.tw/taiwan/download/m2k/patch/Openfind_OF-ISAC-19-004.pdf

Openfind MAIL2000 Webmail Pre-Auth Cross-Site Scripting - GitHub

Openfind MAIL2000 Webmail Pre-Auth Cross-Site Scripting - GitHub
www.openfind.com.tw/taiwan/download/m2k/patch/Openfind_OF-ISAC-19-005.pdf
&ERE4%F S Taiwan Vulnerability Note

CVE Program record

NVD vulnerability detail

1]

Source

CONFIRM

CONFIRM

CONFIRM

MISC

CONFIRM

CONFIRM

MISC

CONFIRM

CVE.ORG

NVD

Link
www.twcert.org.tw
www.chtsecurity.com
www.openfind.com.tw
www.openfind.com.tw
gist.github.com
gist.github.com
www.openfind.com.tw
tvn.twcert.org.tw
www.cve.org

nvd.nist.gov

Vendor Comments And Credit

Tag:
Thirc
Thirc

Proc

Thirc

Thirc

Thirc
canc

canc

R R A A AR A ﬂ
AR R AR A AR

Discovery Credit


https://cve.report/
https://cve.report/CVE-2019-15071/mitre
https://cve.report/CVE-2019-15071/nist
https://cve.report/CVE-2019-15071/cve_org
https://cve.report/api/cve/CVE-2019-15071.json
https://cve.report/CVE-2019-15071.pdf
http://cve.report/vendor/openfind
http://cve.report/software/openfind/mail2000
https://www.twcert.org.tw/en/cp-128-3085-45bda-2.html
https://www.chtsecurity.com/download/5011077112c76fb73f82d7eeb2b41b3bcd06c5037be242fec7b185603ca52dc1.txt
https://www.openfind.com.tw/taiwan/resource.html
https://www.openfind.com.tw/taiwan/download/m2k/patch/Openfind_OF-ISAC-19-004.pdf
https://gist.github.com/chtsecurity/21119b393640bea1d010ab9e3bee216d
https://gist.github.com/tonykuo76/95638395e0c83e68dbd3db0fa0184e27
https://www.openfind.com.tw/taiwan/download/m2k/patch/Openfind_OF-ISAC-19-005.pdf
https://tvn.twcert.org.tw/taiwanvn/TVN-201909001
https://www.cve.org/CVERecord?id=CVE-2019-15071
https://nvd.nist.gov/vuln/detail/CVE-2019-15071

LEGACY: Tony Kuo (CHT Security), Vtim (CHT Security)

There are currently no legacy QID mappings associated with this CVE.
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