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CVE CVE-2019-15072
State PUBLIC
Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback
Published 2019-11-20 05:15:00 UTC

Updated 2019-11-22 00:50:00 UTC

/ |

Risk And Classification

Description The login feature in "/cgi-bin/portal" in MAIL2000 through version 6.0 and 7.0 has a cross-site scripting (XSS) vulnerability,

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application Openfind Mail2000 All All All

Language

All

References

Reference Source

TWCERT/CC& EE S B RIZE R0 CONFIRM
Openfind MAIL2000 Webmail Post-Auth Cross-Site Scripting - GitHub CONFIRM
ERXNTE | HEE CONFIRM

www.chtsecurity.com/download/0837ce00c27c73dd3bal3a0d4a7df3a41aaealac1e9831a5d61bb... CONFIRM

BiERA4L% T4 Taiwan Vulnerability Note CONFIRM
Openfind MAIL2000 Webmail Post-Auth Cross-Site Scripting - GitHub CONFIRM
CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

Link Taq
www.twcert.org.tw Thi
gist.github.com Thi

www.openfind.com.tw  Prc

www.chtsecurity.com  Thi

tvn.twcert.org.tw Thi
gist.github.com Thi
Wwww.cve.org car
nvd.nist.gov car

Vendor Comments And Credit

Discovery Credit
LEGACY: Tony Kuo (CHT Security), Vtim (CHT Security)



https://cve.report/
https://cve.report/CVE-2019-15072/mitre
https://cve.report/CVE-2019-15072/nist
https://cve.report/CVE-2019-15072/cve_org
https://cve.report/api/cve/CVE-2019-15072.json
https://cve.report/CVE-2019-15072.pdf
http://cve.report/vendor/openfind
http://cve.report/software/openfind/mail2000
https://www.twcert.org.tw/en/cp-128-3086-ff35d-2.html
https://gist.github.com/tonykuo76/5bf1ac369d953d5276afe0a2d04c2147
https://www.openfind.com.tw/taiwan/resource.html
https://www.chtsecurity.com/download/0837ce00c27c73dd3ba3a0d4a7df3a41aaea1ac1e9831a5d61bb64ed484a3598.txt
https://tvn.twcert.org.tw/taiwanvn/TVN-201909002
https://gist.github.com/chtsecurity/b3396500d4686ad47fb26f64967ef24a
https://www.cve.org/CVERecord?id=CVE-2019-15072
https://nvd.nist.gov/vuln/detail/CVE-2019-15072

There are currently no legacy QID mappings associated with this CVE.
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