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Summary

CVE CVE-2019-15073

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-20 05:15:00 UTC

Updated 2019-11-22 16:38:00 UTC

Description An Open Redirect vulnerability for all browsers in MAIL2000 through version 6.0 and 7.0, which will redirect to a malicious site without authentication. This vulnerability affects many mail system of governments, organizations, companies and universities.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openfind Mail2000 All All All All

References

Reference Source Link Tags

Openfind MAIL2000 Webmail Pre-Auth Open Redirect · GitHub CONFIRM gist.github.com Third Party Advisory

程式工具 | 網擎資訊 CONFIRM www.openfind.com.tw Product, Vendor Advisory

TWCERT/CC台灣電腦網路危機處理暨協調中心 CONFIRM www.twcert.org.tw Third Party Advisory

台灣漏洞紀錄平台 Taiwan Vulnerability Note CONFIRM tvn.twcert.org.tw Third Party Advisory

www.chtsecurity.com/download/258686130f7a16063c765f9e79cffd813409f6fe61c2dec05fce... CONFIRM www.chtsecurity.com Third Party Advisory

Openfind MAIL2000 Webmail Pre-Auth Open Redirect.md · GitHub CONFIRM gist.github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Tony Kuo (CHT Security), Vtim (CHT Security)

https://cve.report/
https://cve.report/CVE-2019-15073/mitre
https://cve.report/CVE-2019-15073/nist
https://cve.report/CVE-2019-15073/cve_org
https://cve.report/api/cve/CVE-2019-15073.json
https://cve.report/CVE-2019-15073.pdf
http://cve.report/vendor/openfind
http://cve.report/software/openfind/mail2000
https://gist.github.com/chtsecurity/512ebad24dddffb5321cf5f1a336f90f
https://www.openfind.com.tw/taiwan/resource.html
https://www.twcert.org.tw/en/cp-128-3087-5cecd-2.html
https://tvn.twcert.org.tw/taiwanvn/TVN-201909003
https://www.chtsecurity.com/download/258686130f7a16063c765f9e79cffd813409f6fe61c2dec05fceca541762d5bd.txt
https://gist.github.com/tonykuo76/ed1cc21cf755bfb8b67ca24f50bded13
https://www.cve.org/CVERecord?id=CVE-2019-15073
https://nvd.nist.gov/vuln/detail/CVE-2019-15073


There are currently no legacy QID mappings associated with this CVE.
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