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Summary

CVE CVE-2019-15135

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-08-18 16:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description The handshake protocol in Object Management Group (OMG) DDS Security 1.1 sends cleartext information about all of the capabilities of a participant (including capabilities inapplicable to the current session), which makes it easier for attackers to discover potentially sensitive reachability information on a Data Distribution Service (DDS) network.

Risk And Classification

Problem Types: CWE-319

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Omg Dds Security 1.1 All All All

Application Omg Dds Security 1.1 All All All

References

Reference Source Link Tags

[1908.05310] Network Reconnaissance and Vulnerability Excavation of Secure DDS Systems MISC arxiv.org Third Party Advisory

www.omg.org/spec/DDS-SECURITY/1.1/PDF MISC www.omg.org Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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