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CVE CVE-2019-15164

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-03 19:15:00 UTC

Updated 2023-11-07 03:05:00 UTC

Description rpcapd/daemon.c in libpcap before 1.9.1 allows SSRF because a URL may be provided as a capture source.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Tepdump Libpcap All All All All
Application Tcpdump Libpcap All All All All
Reference

About the security content of tvOS 13.3 - Apple Support

Full Disclosure: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra
[SECURITY] Fedora 31 Update: libpcap-1.9.1-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 30 Update: libpcap-1.9.1-1.fc30 - package-announce - Fedora Mailing-Lists

About the security content of macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra - Apple Supj
[SECURITY] Fedora 29 Update: libpcap-1.9.1-1.fc29 - package-announce - Fedora Mailing-Lists

In the open request, reject capture sources that are URLSs. - the-tcpdump-group/libpcap@33834cb - GitHub

About the security content of watchOS 6.1.1 - Apple Support

[SECURITY] Fedora 29 Update: libpcap-1.9.1-1.fc29 - package-announce - Fedora Mailing-Lists

About the security content of iOS 13.3 and iPadOS 13.3 - Apple Support

libpcap/CHANGES at libpcap-1.9 - the-tcpdump-group/libpcap - GitHub

Oracle Critical Patch Update Advisory - April 2020
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https://cve.report/
https://cve.report/CVE-2019-15164/mitre
https://cve.report/CVE-2019-15164/nist
https://cve.report/CVE-2019-15164/cve_org
https://cve.report/CVE-2019-15164.pdf
http://cve.report/vendor/tcpdump
http://cve.report/software/tcpdump/libpcap
http://cve.report/vendor/tcpdump
http://cve.report/software/tcpdump/libpcap
https://support.apple.com/kb/HT210790
http://seclists.org/fulldisclosure/2019/Dec/26
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/UZTIPUWABYUE5KQOLCKAW65AUUSB7QO6/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5P5K3DQ4TFSZBDB3XN4CZNJNQ3UIF3D3/
https://support.apple.com/kb/HT210788
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/GBIEKWLNIR62KZ5GA7EDXZS52HU6OE5F/
https://github.com/the-tcpdump-group/libpcap/commit/33834cb2a4d035b52aa2a26742f832a112e90a0a
https://support.apple.com/kb/HT210789
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/GBIEKWLNIR62KZ5GA7EDXZS52HU6OE5F/
https://support.apple.com/kb/HT210785
https://github.com/the-tcpdump-group/libpcap/blob/libpcap-1.9/CHANGES
https://www.oracle.com/security-alerts/cpuapr2020.html

[OEUUNIT T] FEUUld OU UPUALE. IUPGAP- 1.9. 1- 1.1G0U = PdURdyE-di I1UUINIGE = FEUud Vidiliy-LIsts
www.tcpdump.org/public-cve-list.txt

Bugtrag: APPLE-SA-2019-12-10-3 macOS Catalina 10.15.2, Security Update 2019-002 Mojave, Security Update 2019-007 High Sierra
[SECURITY] Fedora 31 Update: libpcap-1.9.1-1.fc31 - package-announce - Fedora Mailing-Lists

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500308 Alpine Linux Security Update for libpcap

504075 Alpine Linux Security Update for libpcap
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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