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Certain versions of Wifi Grilling Thermometer from Progradegrill
contain the following vulnerability:

Lierda Grill Temperature Monitor V1.00_50006 has a default password
of admin for the admin account, which allows an attacker to cause a
Denial of Service or Information Disclosure via the undocumented
access-point configuration page located on the device. This wifi
thermometer app requests and requires excessive permissions to

operate such as Fine GPS location, camera, applists, Serial number, IMEI. In addition to the
"backdoor" login access for "admin" purposes, this accompanying app also establishes
connections with several china based URLs to include Alibaba cloud computing. NOTE: this
device also ships with ProGrade branding.

CVSS3 Score: 9.1 - CRITICAL

Attack
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NETWORK LOW NONE NONE

Scope Confidentiality
Impact

Integrity
Impact

Availability
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UNCHANGED HIGH NONE HIGH

CVSS2 Score: 6.4 - MEDIUM
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NETWORK LOW NONE

Confidentiality
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Integrity
Impact

Availability
Impact

PARTIAL NONE PARTIAL

CVE References

CVE-2019-15304 has been assigned by  cve@mitre.org to track the vulnerability - currently rated as CRITICAL  severity.
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← Previous ID Next ID→

Description Tags Link

WiFi Grilling Thermometer – Prograde Grilling Product

progradegrill.com

text/html

 MISC progradegrill.com/wifi-grilling-thermometer/

ProGrade/Lierda Grill Temperature 1.00_50006
Hardcoded Credentials ≈ Packet Storm

Third Party Advisory

VDB Entry

packetstormsecurity.com

text/html

 MISC
packetstormsecurity.com/files/154221/ProGrade-
Lierda-Grill-Temperature-1.00_50006-Hardcoded-
Credentials.html

Automated Malware Analysis Report for
ProGrade_v1.0.3_apkpure.com.apk - Generated by Joe
Sandbox

www.joesandbox.com

text/html

 MISC
www.joesandbox.com/analysis/287596/0/html

Full Disclosure: Hard-coded credentials on
ProGrade/Lierda Grill Temperature Monitor [CVE-2019-
15304]

Mailing List

Third Party Advisory

seclists.org

text/html

 MISC seclists.org/fulldisclosure/2019/Aug/24

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Hardware Progradegrill Wifi Grilling Thermometer - All All All

Hardware Progradegrill Wifi Grilling Thermometer - All All All

Operating
System

Progradegrill Wifi Grilling Thermometer Firmware 1.00_50006 All All All

Operating
System

Progradegrill Wifi Grilling Thermometer Firmware 1.00_50006 All All All

No vendor comments have been submitted for this CVE
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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