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Summary

CVE CVE-2019-15376

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-11-14 17:15:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description The Panasonic Eluga Ray 530 Android device with a build fingerprint of Panasonic/ELUGA_Ray_530/ELUGA_Ray_530:8.1.0/O11019/1531828974:user/release-keys contains a pre-installed app with a package name of com.mediatek.wfo.impl app (versionCode=27, versionName=8.1.0) that allows any app co-located on the device to modify a system property through an exported interface without proper authorization.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Panasonic Eluga Ray 530 - All All All

Hardware Panasonic Eluga Ray 530 - All All All

Operating System Panasonic Eluga Ray 530 Firmware - All All All

Operating System Panasonic Eluga Ray 530 Firmware - All All All

References

Reference Source Link Tags

Kryptowire Provides Details on Android Firmware Vulnerabilities - November 2019 - Kryptowire MISC www.kryptowire.com Third Party Advisory

Find Products MISC mobile.panasonic.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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