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There is an overflow bug in the x64_64 Montgomery squaring procedure used in exponentiation with 512-bit moduli. No EC
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 10.0 All All All
Debian Debian Linux 9.0 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 30 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Openssl Openssl All All All All
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Application Openssl Openssl All
Operating System Opensuse Leap 15.1
Operating System Opensuse Leap 15.1
Application Oracle Enterprise Manager Ops Center 12.4.0.0
Application Oracle Enterprise Manager Ops Center 12.4.0.0
Application Oracle Mysql Enterprise Monitor All
Application Oracle Mysql Enterprise Monitor All
Application Oracle Peoplesoft Enterprise Peopletools 8.56
Application Oracle Peoplesoft Enterprise Peopletools 8.57
Application Oracle Peoplesoft Enterprise Peopletools 8.58
Application Oracle Peoplesoft Enterprise Peopletools 8.56
Application Oracle Peoplesoft Enterprise Peopletools 8.57
Application Oracle Peoplesoft Enterprise Peopletools 8.58
Application Tenable Log Correlation Engine All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

References

Reference

OpenSSL: Multiple vulnerabilities (GLSA 202004-10) — Gentoo security

[SECURITY] Fedora 32 Update: openssl-1.1.1g-1.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: openssl-1.1.1g-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: openssl-1.1.1g-1.fc31 - package-announce - Fedora Mailing-Lists
git.openssl.org Git - openssl.git‘commitdiff

Oracle Critical Patch Update Advisory - July 2020

[R1] Tenable.sc 5.13.0 Fixes Multiple Third-Party Vulnerabilities - Security Advisory | Tenable®
[R1] Tenable.sc 5.17.0 Fixes Multiple Vulnerabilities - Security Advisory | Tenable®

USN-4376-1: OpenSSL vulnerabilities | Ubuntu security notices | Ubuntu

CVE-2019-1551 OpenSSL Vulnerability in NetApp Products | NetApp Product Security
git.openssl.org Git - openssl.git‘commitdiff

[SECURITY] Fedora 30 Update: openssl-1.1.1g-1.fc30 - package-announce - Fedora Mailing-Lists
[R1] LCE 6.0.9 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable®

Debian -- Security Information -- DSA-4594-1 openssl|1.0

Slackware Security Advisory - openssl Updates =~ Packet Storm

Bugtraqg: [SECURITY] [DSA 4594-1] openssl|1.0 security update

Bugtraq: [slackware-security] openss| (SSA:2019-354-01)

git.openssl.org Git - openssl.git/commitdiff
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[SECURII Y] [ULA 2952-1] openssl security update MLIS | lists.depian.org
[R1] Nessus Agent 7.6.3 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable® CONFIRM  www.tenable.com
git.openssl.org Git - openssl.git/commitdiff CONFIRM  git.openssl.org
[SECURITY] Fedora 30 Update: openssl-1.1.1g-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: openssl-1.1.1g-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

USN-4504-1: OpenSSL vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com
www.openssl.org/news/secadv/20191206.txt CONFIRM  www.openssl.org
Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.com
Oracle Critical Patch Update Advisory - January 2021 MISC www.oracle.com
[security-announce] openSUSE-SU-2020:0062-1: moderate: Security update f SUSE lists.opensuse.org
Debian -- Security Information -- DSA-4855-1 openssl| DEBIAN www.debian.org
CVE Program record CVE.ORG  www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
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Vendor Comments And Credit

Discovery Credit
LEGACY: OSS-Fuzz and Guido Vranken

Legacy QID Mappings

179132 Debian Security Update for Open Secure Sockets Layer (OpenSSL) (DLA 2952-1)
296075 Oracle Solaris 11.4 Support Repository Update (SRU) 21.69.0 Missing (CPUAPR2020)
352487 Amazon Linux Security Advisory for openssl: ALAS2-2021-1687

500494 Alpine Linux Security Update for Open Secure Sockets Layer (OpenSSL)

500562 Alpine Linux Security Update for Open Secure Sockets Layer (OpenSSL)

500761 Alpine Linux Security Update for openssl

501161 Alpine Linux Security Update for openssl

501980 Alpine Linux Security Update for Open Secure Sockets Layer3 (OpenSSL3)

502899 Alpine Linux Security Update for openssl1.1-compat

504253 Alpine Linux Security Update for openssl

670251 EulerOS Security Update for Open Secure Sockets Layer (OpenSSL) (EulerOS-SA-2021-1825)

770068 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021:0436)
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